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Problem description: infected hosts

- get rid of malicious traffic

- inform the user about a problem

- mechanize all you can, offload some work from 
helpdesk/service desk (automatized system)



  

<--- Infected

<-- Choke points -->
IP policy IP policy

Interface TenGigabitEthernet0/0/1
   ip policy route-map walled-garden
route-map walled-garden permit 1
  match ip address 150
  set ip next-hop xxx.xxx.xxx.xxx

apache+squid    1 permit tcp host xxx.xxx.xxx.xxx any eq www
    2 permit tcp host xxx.xxx.xxx.xxx any eq 16470
    3 permit tcp host xxx.xxx.xxx.xxx any eq www
    4 permit tcp host xxx.xxx.xxx.xxx any eq 16470
    99999 deny ip any any (988641 matches)

PHP-ui

if ($ip == "xxx.xxx.xxx.xxx") {    
  $output = "302:http://garden.suomicom.fi:3129/xxx.xxx.xxx.xxx.html"; 
  }



  

Walled Garden

PHP Framework
-incidents
-blacklists
-whitelists

Cisco ACLs
-for hijacking customers 
http traffic from the 
choke points 

Squid configs
-for displaying a 
dynamic page 
describing the problem 
to customer

HTML pages
-information for customer 
what to do next
-feedback form

Generates:

inputs

ids-engine events Cert.fi autoreporter Manually via php-ui



  

Walled Garden



  



  

Features

● Support for white/blacklists
● Templates for different kind of incidents
● Events from IDS (in unified2 format) and email 

attachments (IMAP)
● Feedback to help-desk's email/ticketing system 

directly from customer
● Easy way to manipulate traffic (leaving or 

incoming to your network)
● GPL, open source, do what you wish (or don’t!)



  

Disclaimer:



  

THANK YOU!
● Project on sourceforge:

kittengarden.sourceforge.net

Questions?
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